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Introto

o Differencebetween UK GDPR& GDPR.

e Bothpiecesof legislation designedto protectindividual's per

information & enhance privacy rights.

e Frameworktohowindividual's datais collected, stored, processed, and

shared by companies across the UKandthe EU.

o A
G

businesses handling personalinformation must abide by the UK

DPR/GDPR.
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Why you should
about GDPR

"Complying withthe GDPRIisnot only necessary to
porotectyourself fromfines andlegal trouble, but
willinstilmore trust inyourusers and ultimately
improve your relationships and company image.
Thisisimportant forbusinesses of all sizes.”
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Controller v. Processor

e Controllersareresponsible,accountable & liable.

e Processorsprocessonbehalf of the Controller.

e Protecting "personal’ data;
o Names, emailaddresses, addresses
o Date of birth, gender
o Video, photography
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Basic principles of GDPR

N

e | awfulbasis
o Legalobligation
o Legitimateinterest
o Consent™

e DataProtectionbyDesignandDefault

e Fairnessand Transparency
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People

How do you minimise humanrisk?

e [raining(GDPR, phishing, account security)
e Processeslaiddownindocumentation

e [estingprocesses

o Contractualobligations

o Contractualliabllity
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Processes

o Establishandwrite downprocessftor
o Dataretention
o [nternational datatransfers
o Supply-chainmanagement
o Datasubjectrequests
o Incidentresponse and databreachnotification

e Informthroughprivacypolicy
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Technology

Security by design

e Devices
o Antivirus, regularupdates, adminaccount, encryption & firewall
e First&Thirdparty cloudapplications
o Unigue andsecure passwords, MFA, encryption, access controls and
monitoring
e Networkequipment
o Encryption, firewall,access controls and monitoring
e Office

o Cleardesk&clearscreen, CCITV,accesscontrols
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Incidentresponse
& Data Breach notification

e [ncidentresponse plan: Prepare; ldentify; Contain; Eradicate;
Restore; Learn; Testand Repeat

@9
0.

e Notallincidentsaredatalbreaches

e Databreach
o Highrisk: ReporttoICO within 72hours
o Veryhighrisk: Report to data subjects without delay
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B

1stMyth: GDPR only applies to big businesses v

GDPRappliestoallorganizations, regardless of size, that process the
oersonal data of UK/EU residents.

4 Common GDPR
Compliance

2nd Myth: GDPR only affects companies basedinthe UK/EU
GDPR appliestoany organizationthat offers goods orservices to EU
residents ormonitorstheirbehaviour, regardless of itslocation.
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4 Common GDPR
Compliance

3rdMyth: GDPR complianceis aone-time task

GDPRcomplianceisacontinuous effortand requiresregulardata
assessments, updatesto privacy policies, and employee training to ensure
continuedcompliance.

4th Myth: GDPR complianceis only about avoiding fines

GDPR compliance goesbeyondavoiding penalties. It helps small
businesses build trust with customers, enhance data security practices and
ensure the security measures are inplace tokeep everyone's data protected.
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Takethe

Complexity out
of yourcompany's
Compliance.

- nadia@naqcyber.com
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